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soon as reasonably practicable regard-
ing any invocation of emergency au-
thority. When notifying the Commis-
sion of any exercise of emergency au-
thority, a swap data repository shall
explain the reasons for taking such
emergency action, explain how con-
flicts of interest were minimized, and
document the decision-making process.
Underlying documentation shall be
made available to the Commission
upon request.

§49.24 System safeguards.

(a) Bach registered swap data reposi-
tory shall, with respect to all swap
data in its custody:

(1) Establish and maintain a program
of risk analysis and oversight to iden-
tify and minimize sources of oper-
ational risk through the development
of appropriate controls and procedures
and the development of automated sys-
tems that are reliable, secure, and have
adequate scalable capacity;

(2) Establish and maintain emer-
gency procedures, backup facilities,
and a business continuity-disaster re-
covery plan that allow for the timely
recovery and resumption of operations
and the fulfillment of the duties and
obligations of the swap data reposi-
tory; and

(3) Periodically conduct tests to
verify that backup resources are suffi-
cient to ensure continued fulfillment of
all duties of the swap data repository
established by the Act or the Commis-
sion’s regulations.

(b) A registered swap data reposi-
tory’s program of risk analysis and
oversight with respect to its operations
and automated systems shall address
each of the following categories of risk
analysis and oversight:

(1) Information security;

(2) Business continuity—disaster re-
covery planning and resources;

(3) Capacity and performance plan-
ning;

(4) Systems operations;

(b) Systems development and quality
assurance; and

(6) Physical security and environ-
mental controls.

(c) In addressing the categories of
risk analysis and oversight required
under paragraph (b) of this section, a
registered swap data repository should

§49.24

follow generally accepted standards
and best practices with respect to the
development, operation, reliability, se-
curity, and capacity of automated sys-
tems.

(d) A registered swap data repository
shall maintain a business continuity—
disaster recovery plan and business
continuity—disaster recovery re-
sources, emergency procedures, and
backup facilities sufficient to enable
timely recovery and resumption of its
operations and resumption of its ongo-
ing fulfillment of its duties and obliga-
tions as a swap data repository fol-
lowing any disruption of its operations.
Such duties and obligations include,
without limitation, the duties set forth
in §49.9 and the core principles set
forth in §49.19; and maintenance of a
comprehensive audit trail. The swap
data repository’s business continuity—
disaster recovery plan and resources
generally should enable resumption of
the swap data repository’s operations
and resumption of ongoing fulfillment
of the swap data repository’s duties
and obligations during the next busi-
ness day following the disruption.

(e) Registered swap data repositories
determined by the Commission to be
critical swap data repositories are sub-
ject to more stringent requirements as
set forth below.

(1) Each swap data repository that
the Commission determines is critical
must maintain a disaster recovery plan
and business continuity and disaster
recovery resources, including infra-
structure and personnel, sufficient to
enable it to achieve a same-day recov-
ery time objective in the event that its
normal capabilities become tempo-
rarily inoperable for any reason up to
and including a wide-scale disruption.

(2) A same-day recovery time objec-
tive is a recovery time objective within
the same business day on which normal
capabilities become temporarily inop-
erable for any reason up to and includ-
ing a wide-scale disruption.

(3) To ensure its ability to achieve a
same-day recovery time objective in
the event of a wide-scale disruption,
each swap data repository that the
Commission determines is critical
must maintain a degree of geographic
dispersal of both infrastructure and
personnel such that:
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(i) Infrastructure sufficient to enable
the swap data repository to meet a
same-day recovery time objective after
interruption is located outside the rel-
evant area of the infrastructure the en-
tity normally relies upon to conduct
activities necessary to the reporting,
recordkeeping and/or dissemination of
swap data, and does not rely on the
same critical transportation, tele-
communications, power, water, or
other critical infrastructure compo-
nents the entity normally relies upon
for such activities; and

(ii) Personnel sufficient to enable the
swap data repository to meet a same-
day recovery time objective, after
interruption of normal swap data re-
porting, recordkeeping and/or dissemi-
nation by a wide-scale disruption af-
fecting the relevant area in which the
personnel the entity normally relies
upon to engage in such activities are
located, live and work outside that rel-
evant area.

(4) Each swap data repository that
the Commission determines is critical
must conduct regular, periodic tests of
its business continuity and disaster re-
covery plans and resources and its ca-
pacity to achieve a same-day recovery
time objective in the event of a wide-
scale disruption. The swap data reposi-
tory shall keep records of the results of
such tests, and make the results avail-
able to the Commission upon request.

(f) A registered swap data repository
that is not determined by the Commis-
sion to be a critical swap data reposi-
tory satisfies the requirement to be
able to resume operations and resume
ongoing fulfillment of the swap data
repository’s duties and obligations dur-
ing the next business day following a
disruption by maintaining either:

(1) Infrastructure and personnel re-
sources of its own that are sufficient to
ensure timely recovery and resumption
of its operations, duties and obliga-
tions as a registered swap data reposi-
tory following any disruption of its op-
erations; or

(2) Contractual arrangements with
other registered swap data repositories
or disaster recovery service providers,
as appropriate, that are sufficient to
ensure continued fulfillment of all of
the swap data repository’s duties and
obligations following any disruption of
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its operations, both with respect to all
swaps reported to the swap data reposi-
tory and with respect to all swap data
contained in the swap data repository.

(g) A registered swap data repository
shall notify Commission staff promptly
of all:

(1) Systems malfunctions;

(2) Cyber security incidents or tar-
geted threats that actually or poten-
tially jeopardize automated system op-
eration, reliability, security, or capac-
ity; and

(3) Any activation of the swap data
repository’s business continuity-dis-
aster recovery plan.

(h) A registered swap data repository
shall give Commission staff timely ad-
vance notice of all:

(1) Planned changes to automated
systems that may impact the reli-
ability, security, or adequate scalable
capacity of such systems; and

(2) Planned changes to the swap data
repository’s program of risk analysis
and oversight.

(i) A registered swap data repository
shall provide to the Commission upon
request current copies of its business
continuity and disaster recovery plan
and other emergency procedures, its
assessments of its operational risks,
and other documents requested by
Commission staff for the purpose of
maintaining a current profile of the
swap data repository’s automated sys-
tems.

(j) A registered swap data repository
shall conduct regular, periodic, objec-
tive testing and review of its auto-
mated systems to ensure that they are
reliable, secure, and have adequate
scalable capacity. It shall also conduct
regular, periodic testing and review of
its business continuity-disaster recov-
ery capabilities. Both types of testing
should be conducted by qualified, inde-
pendent professionals. Such qualified
independent professionals may be inde-
pendent contractors or employees of
the swap data repository, but should
not be persons responsible for develop-
ment or operation of the systems or ca-
pabilities being tested. Pursuant to
§§1.31, 49.12 and 45.2 of the Commis-
sion’s Regulations, the swap data re-
pository shall keep records of all such
tests, and make all test results avail-
able to the Commission upon request.
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(k) To the extent practicable, a reg-
istered swap data repository should:

(1) Coordinate its business con-
tinuity-disaster recovery plan with
those of swap execution facilities, des-
ignated contract markets, derivatives
clearing organizations, swap dealers,
and major swap participants who re-
port swap data to the swap data reposi-
tory, and with those regulators identi-
fied in Section 21(c)(7) of the Act, in a
manner adequate to enable effective re-
sumption of the registered swap data
repository’s fulfillment of its duties
and obligations following a disruption
causing activation of the swap data re-
pository’s business continuity and dis-
aster recovery plan;

(2) Participate in periodic, syn-
chronized testing of its business con-
tinuity—disaster recovery plan and the
business continuity—disaster recovery
plans of swap execution facilities, des-
ignated contract markets, derivatives
clearing organizations, swap dealers,
and major swap participants who re-
port swap data to the registered swap
data repository, and the business con-
tinuity—disaster recovery plans re-
quired by the regulators identified in
Section 21(c)(7) of the Act; and

(3) Ensure that its business con-
tinuity—disaster recovery plan takes
into account the business continuity—
disaster recovery plans of its tele-
communications, power, water, and
other essential service providers.

§49.25

(a) General rule. (1) A registered swap
data repository shall maintain suffi-
cient financial resources to perform its
statutory duties set forth in §49.9 and
the core principles set forth in §49.19.

(2) An entity that operates as both a
swap data repository and a derivatives
clearing organization shall also comply
with the financial resource require-
ments applicable to derivatives clear-
ing organizations under §39.11 of this
chapter.

(3) Financial resources shall be con-
sidered sufficient if their value is at
least equal to a total amount that
would enable the swap data repository,
or applicant for registration, to cover
its operating costs for a period of at
least one year, calculated on a rolling
basis.

Financial resources.

§49.25

(4) The financial resources described
in this paragraph (a) must be inde-
pendent and separately dedicated to
ensure that assets and capital are not
used for multiple purposes.

(b) Types of financial resources. Finan-
cial resources available to satisfy the
requirements of paragraph (a) of this
section may include:

(1) The swap data repository’s own
capital; and

(2) Any other financial resource
deemed acceptable by the Commission.

(c) Computation of financial resource
requirement. A registered swap data re-
pository shall, on a quarterly basis,
based upon its fiscal year, make a rea-
sonable calculation of its projected op-
erating costs over a 12-month period in
order to determine the amount needed
to meet the requirements of paragraph
(a) of this section. The swap data re-
pository shall have reasonable discre-
tion in determining the methodology
used to compute such projected oper-
ating costs. The Commission may re-
view the methodology and require
changes as appropriate.

(d) Valuation of financial resources. At
appropriate intervals, but not less than
quarterly, a registered swap data re-
pository shall compute the current
market value of each financial re-
source used to meet its obligations
under paragraph (a) of this section. Re-
ductions in value to reflect market and
credit risk (haircuts) shall be applied
as appropriate.

(e) Liquidity of financial resources. The
financial resources allocated by the
registered swap data repository to
meet the requirements of paragraph (a)
shall include unencumbered, liquid fi-
nancial assets (i.e., cash and/or highly
liquid securities) equal to at least six
months’ operating costs. If any portion
of such financial resources is not suffi-
ciently liquid, the swap data repository
may take into account a committed
line of credit or similar facility for the
purpose of meeting this requirement.

(f) Reporting requirements. (1) Each fis-
cal quarter, or at any time upon Com-
mission request, a registered swap data
repository shall report to the Commis-
sion the amount of financial resources
necessary to meet the requirements of
paragraph (a), the value of each finan-
cial resource available, computed in
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